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1	Decision/action requested
This contribution proposes a new key issue on UE radio capability protection for CP optimization only CIoT UE
2	References
[1]	TR 33.809 
3	Rationale
In SA3 #96, SA3 agreed the RRC UE capability transfer procedure (S3-192862) for 5G to protect the UE radio capabilities supplied to the network. The fundamental requirement for the procedure is that UE supports AS security. However, there is a type of CIoT devices that only support control-plane optimization. Such devices do not support PDCP and therefore cannot establish AS security for UE capability transfer. For those devices, it is necessary to develop a security solution that enables network to verify the UE radio capabilities provided by the UE.
4	Detailed proposal
[bookmark: _GoBack]It is proposed that SA3 approve the below pCR for inclusion in the TR 33.861 [1].

***** START OF CHANGES *****
[bookmark: _Toc8413920][bookmark: _Toc8812979][bookmark: _Toc8813144][bookmark: _Toc12721479][bookmark: _Toc13112569]5.x	Key Issue #x: Security for UE radio capability transfer for CIoT UE using CP optimizations
[bookmark: _Toc8413921][bookmark: _Toc8812980][bookmark: _Toc8813145][bookmark: _Toc12721480][bookmark: _Toc13112570]5.x.1	Key issue details
Security protection of the RRC UE capability transfer procedure is specified in 33.501 [8]. The fundamental requirement for the procedure is that UE supports AS security. However, there is a type of CIoT devices that only support control-plane optimization. Such devices do not support AS security for UE capability transfer. For those devices, it is necessary to develop a security solution that enables network to verify the UE radio capabilities provided by the UE.
[bookmark: _Toc8413922][bookmark: _Toc8812981][bookmark: _Toc8813146][bookmark: _Toc12721481][bookmark: _Toc13112571]5.x.2	Security threats
Attacker may inject false UE radio capabilities for CIoT UEs that only support CP optimization. This may cause unexpected damage to those CIoT UEs, including but not limited to, service downgrade, denial of service, battery exhaustion.
[bookmark: _Toc8413923][bookmark: _Toc8812982][bookmark: _Toc8813147][bookmark: _Toc12721482][bookmark: _Toc13112572]5.x.3	Potential security requirements
The system shall be able to verify that the UE radio capabilities provided by the CIoT UEs that only support CP optimization are not tampered by the attackers.

***** END OF CHANGES *****

